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1. INTRODUCTION

This chapter delves into the intricate dynamics of hyper-sur-
veillance within the criminal justice systems of South Asian coun-
tries, focusing on Afghanistan, Bangladesh, Bhutan, India, Maldives,
Nepal, Pakistan, and Sri Lanka. It begins by defining hyper-surveil-
lance within this context, elucidating its manifestation through in-
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tensified monitoring, observation, and scrutiny, often propelled by
advanced technologies and data analytics. The chapter examines the
utilization of technology and recent upgrades in the criminal justice
systems of these countries, highlighting initiatives aimed at enhanc-
ing efficiency, transparency, and effectiveness.

Furthermore, it explores the varied reasons driving the need
for hyper-surveillance in South Asian countries, ranging from coun-
terterrorism and national security concerns to transnational crime,
political stability, cyber security threats, border security, public safe-
ty, and disaster management. Each country’s unique socio-political
landscape and security challenges shape the imperative for hy-
per-surveillance, reflecting the complex interplay between security
imperatives and civil liberties.

Moreover, the chapter sheds light on instances of technology
failure or infringement of rights due to hyper-surveillance observed
in these countries. It scrutinizes cases such as India’s Aadhaar system
privacy breaches, Pakistan’s surveillance laws enabling arbitrary
surveillance, Sri Lanka’s counterterrorism measures violating due
process rights, Bangladesh’s Digital Security Act censoring freedom
of speech, and Nepal’s Cybercrime Act stifling online expression.

Being precise, the chapter emphasizes the critical impor-
tance of balancing security needs with safeguarding civil liberties in
the implementation of hyper-surveillance measures. It underscores
the necessity for robust legal frameworks, independent oversight
mechanisms, and transparent governance to mitigate the risks of
abuse and ensure accountability. Additionally, it proposes the pro-
motion of dialogue, awareness, and collaboration among stakehold-
ers to foster responsible and ethical use of surveillance technologies
in the criminal justice domain, thus upholding democratic princi-
ples and protecting fundamental rights.

1. HYPER-SURVEILLANCE AND TYPES

Hyper-surveillance refers to the extensive monitoring of in-
dividuals, places, or an activity using advanced technological means
beyond what is considered typical or necessary for security or over-
sight purposes. This surveillance often involves the collection, stor-
age, and analysis of vast amounts of data, including audio, video, and

252



Ratna Sisodiya, Rachana Choudhary e Surendra Singh Bhati

digital information, to monitor and track individuals or events. Hy-
per-surveillance can take various forms, including:

1.

CCTV Surveillance: Closed-circuit television (CCTV) sys-
tems use video cameras to monitor public or private
spaces. These cameras are often installed in urban areas,
transportation hubs, businesses, and residential build-
ings to deter crime, enhance public safety, and aid in
investigations.

Mass Data Collection: Governments or private entities
may collect massive amounts of data from various sourc-
es, including communication networks, social media
platforms, and public records. This data can be analyzed
to track individuals’ movements, behaviour patterns, or
associations.

Biometric Surveillance: Biometric technologies, such as
facial recognition, iris scanning, or fingerprint identifica-
tion, are used to identify and track individuals based on
their unique physical or behavioral characteristics. These
systems are often employed in airports, border crossings,
law enforcement, and commercial establishments for se-
curity and authentication purposes.

Internet Surveillance: Internet surveillance involves
monitoring online activities, including browsing history,
emails, social media interactions, and online purchases.
Governments, intelligence agencies, and internet ser-
vice providers may engage in internet surveillance to
detect criminal activities, prevent terrorism, or gather
intelligence.

GPS Tracking: Global Positioning System (GPS) tech-
nology allows for real-time tracking of vehicles, smart
phones, or other devices equipped with GPS receivers.
GPS tracking can be used for location-based services,
asset management, fleet tracking, and law enforcement
surveillance.

Drone Surveillance: Unmanned aerial vehicles (drones)
equipped with cameras or sensors are used for aerial
surveillance purposes. Drones can capture high-resolu-
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tion images or videos of large areas from above, provid-
ing authorities with valuable situational awareness and
reconnaissance capabilities.

7. Social Media Monitoring: Social media platforms are
increasingly being monitored by governments, law en-
forcement agencies, and private companies to gather in-
telligence, detect threats, or monitor public sentiment.
Automated tools or algorithms may be used to analyze
social media content for keywords, trends, or suspicious
activities.

These are just a few examples of the types of hyper-surveil-
lance techniques employed in various contexts. While these technol-
ogies offer benefits such as enhanced security and crime prevention,
they also raise concerns about privacy infringement, civil liberties,
and the potential for misuse or abuse of power.

2. DEFINITION OF HYPER SURVEILLANCE IN THE CONTEXT OF
THE CRIMINAL JUSTICE SYSTEM

Hyper-surveillance within the criminal justice system refers
to an intensified and pervasive level of monitoring, observation, and
scrutiny applied to individuals or communities, often fueled by ad-
vanced technologies and data analytics. This concept encapsulates
the systematic and excessive surveillance practices that extend be-
yond traditional means, such as CCTV cameras or physical patrols,
to encompass digital surveillance, biometric tracking, predictive
policing algorithms, and other emerging technologies. Hyper-sur-
veillance amplifies the power imbalances inherent in the criminal
justice system, disproportionately targeting marginalized groups,
perpetuating discrimination, and exacerbating existing disparities
in enforcement and sentencing. It manifests in various forms, in-
cluding mass data collection, facial recognition surveillance, social
media monitoring, and geo-location tracking, creating a pervasive
atmosphere of suspicion and control. This heightened level of scru-
tiny not only compromises privacy rights but also raises concerns
about the erosion of civil liberties, the normalization of invasive
surveillance practices, and the potential for abuse of power by law

254



Ratna Sisodiya, Rachana Choudhary e Surendra Singh Bhati

enforcement agencies. Moreover, hyper-surveillance intersects with
broader societal issues such as racial profiling, institutionalized dis-
crimination, and the reinforcement of oppressive structures, further
entrenching inequalities within the criminal justice system. As such,
addressing hyper-surveillance necessitates critical reflection on the
ethical implications of technological advancements, the regulation
of surveillance practices, and the promotion of transparency, ac-
countability, and civil liberties within law enforcement and judicial
processes®.

3. IMPORTANCE OF HYPER-SURVEILLANCE

Hyper-surveillance plays a pivotal role in justice delivery by
providing crucial evidence, enhancing security, and ensuring fair-
ness. One notable case demonstrating the importance of hyper-sur-
veillance is the 2013 Boston Marathon bombing. Surveillance foot-
age captured by numerous cameras along the marathon route and
surrounding areas helped authorities identify the perpetrators, Ta-
merlan and Dzhokhar Tsarnaev. This evidence facilitated their swift
apprehension and contributed to their subsequent trial®.

In the United Kingdom, the case of R v. DPP [2012] EWCA
Crim 2298 exemplifies the significance of CCTV footage in securing
convictions. In this instance, CCTV evidence played a decisive role
in proving the guilt of two individuals accused of assault, ultimately
leading to their conviction®.

Several developed countries have effectively utilized hy-
per-surveillance technologies to bolster their justice systems. The
United States, for example, has extensively employed surveillance
cameras in public spaces, leading to successful outcomes in various
criminal investigations. Additionally, countries like China have im-
plemented advanced facial recognition technology, aiding law en-

4 Lyon, D. (2007). Surveillance Studies: An Overview. Polity Press

5 The Guardian. (2015, April 8). Boston marathon bombings: A look back — in
pictures. The Guardian. https:/www.theguardian.com/us-news/gallery/2015/
apr/08/boston-marathon-bombings-look-back-in-pictures.

6 The Supreme Court. (2012). R v. DPP [2012] EWCA Crim 2298. British and
Irish Legal Information Institute. https:/www.bailii.org/ew/cases/EWCA/
Crim/2012/2298.html
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forcement agencies in identifying suspects and preventing crime’.
Furthermore, the United Kingdom’s widespread use of CCTV camer-
as has proven instrumental in monitoring public areas and assisting
in the investigation and prosecution of criminal activities®. These ex-
amples highlight how developed countries leverage hyper-surveil-
lance technologies to bolster their justice systems, ensuring safety
and accountability within their societies.

4. USE OF TECHNOLOGY AND UP GRADATION IN THE
CRIMINAL JUSTICE SYSTEMS OF SOUTH ASIAN COUNTRIES

The criminal justice systems of South Asian countries, in-
cluding Afghanistan, Bangladesh, Bhutan, India, Maldives, Nepal,
Pakistan, and Sri Lanka, have been increasingly leveraging tech-
nology to enhance efficiency, transparency, and effectiveness. This
chapter aims to provide insights into the utilization of technology
and recent upgrades in these countries’ criminal justice systems
based on available data and research. It also discusses whether it is
affecting rights of citizens in any way.

Afghanistan:

In Afghanistan, efforts have been made to modernize the
criminal justice system through technological interventions. Initia-
tives such as the Afghanistan Justice Sector Support Program (JSSP),
funded by international donors, have focused on improving access
to justice through the use of technology. This includes the establish-
ment of electronic case management systems and the digitization of
court records®.

7 PBS. (2019, April 17). How China is using surveillance to silence
critics abroad. PBS NewsHour. https:/www.pbs.org/newshour/show/
how-china-is-using-surveillance-to-silence-critics-abroad

8 GOV.UK. (2015, May 28). Crime prevention: Closed Circuit Television (CCTV)
schemes in England and Wales. GOV.UK. https:/www.gov.uk/government/
publications/cctv-schemes-in-england-and-wales-guidance-for-successful-
cctv-schemes

9 USAID. (2020). Afghanistan Justice Sector Support Program. Retrieved from
https://www.usaid.gov/afghanistan/program-updates/sep-2020-afghanis
tan-justice-sector-support-program
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Bangladesh:

Bangladesh has embarked on several technology-driven ini-
tiatives to enhance its criminal justice system. The Digital Forensic
Lab, established in 2017, aims to expedite criminal investigations
through digital evidence analysis. Additionally, the country has im-
plemented the Integrated Criminal Database System (ICDS) to cen-
tralize criminal records and facilitate data sharing among law en-
forcement agencies'.

Bhutan:

Bhutan has been gradually incorporating technology into its
criminal justice system to improve efficiency and access to justice.
The Royal Bhutan Police has implemented the Crime and Criminal
Information System (CCIS), which enables the electronic recording
and management of criminal cases. Moreover, the e-Court System
introduced by the Judiciary of Bhutan allows for online case filing
and virtual court proceedings, enhancing judicial accessibility*'.

India:

India has witnessed significant advancements in the use of
technology within its criminal justice system. The Crime and Crim-
inal Tracking Network & Systems (CCTNS), launched in 2009 by the
Ministry of Home Affairs (MHA), connects all police stations across
the country and enables the sharing of crime data in real-time. Addi-
tionally, initiatives like e-Courts and e-Prisons have been introduced
to digitize court proceedings and prison management, respectively?.

10 The Daily Star. (2022). Digital Forensic Lab: A new milestone in fighting
cybercrime. Retrieved from https://www.thedailystar.net/law-our-rights/news/
digital-forensic-lab-new-milestone-fighting-cybercrime-2946415

11 The Bhutanese. (2021). Judiciary introduces e-Court System. Retrieved from
https://thebhutanese.bt/judiciary-introduces-e-court-system/
12 National Crime Records Bureau. (2022). Crime and Criminal Tracking

Network & Systems (CCTNS). Retrieved from https://ncrb.gov.in/crime-crimi
nal-tracking-network-systems-cctns
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Maldives:

The Maldives has prioritized the adoption of technology to
strengthen its criminal justice system. The Police Integrated Crim-
inal Records Management System (PICRMS) was implemented to
centralize criminal records and improve information sharing among
law enforcement agencies. Furthermore, the e-Litigation System in-
troduced by the Judiciary facilitates online case filing and electronic
court proceedings'.

Nepal:

Nepal has been striving to modernize its criminal justice sys-
tem through technology-driven reforms. The Nepal Police Crime In-
vestigation Department (CID) utilizes the Criminal Record Manage-
ment Information System (CRIMIS) for maintaining criminal records
and assisting in investigations. Moreover, the Supreme Court of Ne-
pal has initiated the e-Court System to digitize court processes and
enhance judicial efficiency'.

Pakistan:

Pakistan has been actively implementing technology-based
solutions to improve its criminal justice system. The National Da-
tabase and Registration Authority (NADRA) maintains a centralized
database for biometric verification, aiding in the identification of
suspects and criminals. Additionally, the Punjab Forensic Science

13 UNODC. (2020). Enhancing the Capacity of the Maldives Police Service to
Combat Transnational Organized Crime and Illicit Trafficking. Retrieved from
https:/www.unodc.org/ropan/en/Enhancing-the-Capacity-of-the-Maldives-
Police-Service-to-Combat-Transnational-Organized-Crime-and-Illicit-
Trafficking.html

14 Nepal Police. (2021). Criminal Record Management Information System
(CRIMIS). Retrieved from https://www.nepalpolice.gov.np/index.php/division/
crime-investigation-department
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Agency (PFSA) employs forensic technologies for evidence analysis
and criminal investigations?'®.

Sri Lanka:

Sri Lanka has been embracing technology to enhance vari-
ous aspects of its criminal justice system. The Sri Lanka Police Cyber
Crime Division focuses on combating cybercrimes through digital
forensic tools and expertise. Moreover, the Sri Lanka Judicial Service
Commission has introduced the Court Recording and Transcription
System (CRTS) to record court proceedings electronically, ensuring
accuracy and transparency*®.

Across South Asian countries, the adoption of technology and
up gradation in the criminal justice system have become imperative
for improving efficiency, transparency, and access to justice. While
significant progress has been made, there is still room for further
integration of advanced technologies and continuous enhancement
of institutional capacities to address evolving challenges in crime
prevention and law enforcement.

Need of hyper surveillance for South Asian Countries

The need for hyper-surveillance, or intensive monitoring
and scrutiny using advanced technological means, varies among
Afghanistan, Bangladesh, Bhutan, India, Maldives, Nepal, Pakistan,
and Sri Lanka based on their unique socio-political contexts, securi-
ty challenges, and development priorities. Here’s an overview of the
potential reasons driving the need for hyper-surveillance in these
countries:

15 The News International. (2023). Punjab Forensic Science Agency. Retrieved from
https:/www.thenews.com.pk/latest/958508-punjab-forensic-science-agency

16 Colombo Page. (2022). Sri Lanka Judicial Service Commission introduces
Court Recording and Transcription System. Retrieved from https://www.
colombopage.com/archive_22A/Jan11_1641898914CH.php
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17

18

19

20

21

Counterterrorism and National Security:

« Afghanistan: Given the persistent threat of terrorism and
insurgency, hyper-surveillance is crucial for intelligence
gathering and thwarting terrorist activities'’.

« Pakistan: The country faces significant security challeng-
es from terrorist groups, necessitating hyper-surveil-
lance to enhance counterterrorism efforts?®.

Transnational Crime and Organized Crime Networks:

« Bangladesh: With its vulnerability to transnational
crimes like human trafficking and drug smuggling, hy-
per-surveillance aids in monitoring cross-border crimi-
nal activities®.

+ Maldives: The Maldives grapples with transnational

crimes such as drug trafficking and piracy, necessitating
hyper-surveillance to bolster maritime security?.

Political Stability and Governance:

« Nepal: Political instability and governance challenges un-
derscore the need for hyper-surveillance to monitor dis-
sent and maintain law and order?!.

Council on Foreign Relations. (2021). Afghanistan. Retrieved from https://www.
cfr.org/afghanistan

Global Terrorism Index. (2021). Global Terrorism Index 2021. Retrieved from
https://www.visionofhumanity.org/reports/global-terrorism-index-2021

United Nations Office on Drugs and Crime. (2020). Bangladesh. Retrieved
from https://www.unodc.org/southasia/en/country-organised-crime-profiles/
bangladesh.html

Transparency Maldives. (2019). National Integrity System Assessment 2019.
Retrieved from https://www.transparency.mv/publications/nisa-2019/

Freedom House. (2020). Nepal. Retrieved from https://freedomhouse.org/
country/nepal/freedom-world/2020
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« Sri Lanka: Instances of civil unrest and ethnic tensions
highlight the importance of hyper-surveillance for ensur-
ing political stability and governance??.

Cyber security Threats:

« India: As a hub for IT and digital infrastructure, India
faces significant cybersecurity threats, necessitating hy-
per-surveillance to protect against cyber attacks?3.

« Bhutan: With increasing digitization, Bhutan recognizes
the need for hyper-surveillance to safeguard against cy-
ber threats and protect critical infrastructure?*.

Border Security and Illegal Immigration:

« India: India’s vast borders with porous regions necessi-
tate hyper-surveillance to monitor and prevent illegal im-
migration, smuggling, and infiltration?®.

+ Nepal: Nepal’s border security concerns require hy-
per-surveillance to monitor border areas and prevent
unauthorized entry?e.

Human Rights Watch. (2020). Sri Lanka. Retrieved from https://www.hrw.org/
world-report/2020/country-chapters/sri-lanka

Ministry of Home Affairs, Government of India. (2020). Cyber Security in
India. Retrieved from https:/www.mha.gov.in/sites/default/files/CyberSecurity
inIndia_03122020.pdf

Bhutan InfoComm and Media Authority. (2021). Annual Report 2020-
2021. Retrieved from https:/www.bicma.gov.bt/publications/annual-report
-2020-2021

The Diplomat. (2021). India’s Border Security Challenges. Retrieved from
https://thediplomat.com/2021/08/indias-border-security-challenges/

The Himalayan Times. (2020). Nepal-China border has ‘moved’
southward: Ministry. Retrieved from https://thehimalayantimes.com/nepal/
nepal-china-border-has-moved-southward-ministry
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e Public Safety and Crime Prevention:

« Pakistan: Pakistan utilizes hyper-surveillance to main-
tain public safety, monitor high-crime areas, and prevent
criminal activities?’.

+ Bangladesh: Bangladesh emphasizes hyper-surveillance
to prevent crime, enhance public safety, and deter crimi-
nal activities through predictive analytics?®.

o Disaster Management and Emergency Response:

« Maldives: Given its vulnerability to natural disasters,
the Maldives utilizes hyper-surveillance for disaster
preparedness, early warning systems, and emergency
response?’.

« SriLanka: Sri Lanka employs hyper-surveillance technol-
ogies for disaster management and coordinating rescue
and relief efforts during natural disasters®°.

5. INSTANCES OF TECHNOLOGY FAILURE OR INFRINGEMENT
OF RIGHTS DUE TO HYPER SURVEILLANCE NOTICED IN
THESE COUNTRIES

While advancements in technology have brought numerous
benefits to the criminal justice systems of South Asian countries, there
have also been instances of technology failure and infringements of
rights due to hyper-surveillance. Here are a few notable cases:

27 The Express Tribune. (2021). PM Imran for using technology to monitor
crime, corruption. Retrieved from https://tribune.com.pk/story/2287640/
pm-imran-for-using-technology-to-monitor-crime-corruption

28 The Daily Star. (2021). Al to revolutionise crime prediction, police
surveillance. Retrieved from https:/www.thedailystar.net/frontpage/news/
ai-revolutionise-crime-prediction-police-surveillance-2088780

29 United Nations Development Programme. (2019). Maldives Disaster Resilience
Strategy 2019-2023. Retrieved from https:/www.mv.undp.org/content/
maldives/en/home/library/crisis_prevention_and_recovery/maldives-
disaster-resilience-strategy.html

30 Asian Development Bank. (2020). Sri Lanka: Disaster Risk Assessment. Retrieved
from https://www.adb.org/publications/sri-lanka-disaster-risk-assessment
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1. India’s Aadhaar System: India’s Aadhaar system, a bio-
metric identification program, has faced criticism for
privacy breaches and security vulnerabilities. Instances
of Aadhaar data leaks and misuse have raised concerns
about the government’s ability to safeguard citizens’ per-
sonal information®'. Additionally, the mandatory linking
of Aadhaar to various services has been challenged in
courts on grounds of violating privacy rights®2.

2. Pakistan’s Surveillance Laws: Pakistan has implement-
ed surveillance laws such as the Pakistan Telecommuni-
cation (Re-organization) Act, which grants broad powers
to government agencies for intercepting communications
and monitoring online activities. Human rights organi-
zations have criticized these laws for enabling arbitrary
surveillance and infringing on citizens’ right to priva-
cy®. Instances of misuse of surveillance powers have also
been reported, raising concerns about accountability and
transparency.

3. Sri Lanka’s Surveillance Practices: Sri Lanka has faced
scrutiny over its surveillance practices, particularly in
the context of counterterrorism measures. The Preven-
tion of Terrorism Act (PTA) and emergency regulations
have been criticized for granting excessive surveillance
powers to security forces, leading to arbitrary arrests and
violations of due process rights?4. Reports have highlight-
ed instances of government surveillance targeting jour-
nalists, activists, and minority groups, undermining free-
dom of expression and dissent.

The Wire. (2021). The Aadhaar Leaks That Exposed India’s Patchy
Data Protection Laws. Retrieved from https:/thewire.in/government/
aadhaar-leaks-data-protection-laws-india

The Quint. (2018). Aadhaar: A Timeline of the World’s Largest Data Brea-
ch. Retrieved from https:/www.thequint.com/news/india/aadhaar-time
line-data-breach-uidai

Digital Rights Foundation. (2020). Pakistan’s Surveillance Laws and
Policies. Retrieved from https://digitalrightsfoundation.pk/surveillance
-laws-and-policies-in-pakistan/

Human Rights Watch. (2020). Sri Lanka: End Police Surveillance of
Activists. Retrieved from https://www.hrw.org/news/2020/06/22/sri-lan
ka-end-police-surveillance-activists
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4.

Bangladesh’s Digital Security Act: Bangladesh’s Digital
Security Act (DSA) has been criticized for its vague pro-
visions and potential for misuse against journalists, ac-
tivists, and political opponents. The law grants authori-
ties broad powers to monitor online activities, leading to
concerns about censorship and suppression of freedom
of speech?®. Instances of arrests and prosecutions under
the DSA for peaceful expression have raised alarms about
government overreach and violations of fundamental
rights.

Nepal’s Cybercrime Legislation: Nepal’s Cybercrime Act
has been criticized for its overly broad provisions and po-
tential for misuse against individuals critical of the gov-
ernment. The law criminalizes online expression deemed
to be defamatory or against public morality, leading to
concerns about censorship and self-censorship?®. In-
stances of arrests and prosecutions under the law for ex-
ercising freedom of speech online have raised questions
about its compatibility with international human rights
standards.

These cases highlight the importance of balancing techno-
logical advancements with respect for human rights and the rule of
law. While technology can enhance the efficiency of criminal justice
systems, safeguards must be in place to prevent abuses of power,
protect privacy rights, and ensure accountability and transparen-
cy in surveillance practices. Efforts to address concerns related to
technology failure and infringements of rights should involve robust
legal frameworks, independent oversight mechanisms, and public
dialogue to uphold democratic principles and protect civil liberties.

Human Rights Watch. (2021). Bangladesh: Free Prisoners Held Un-
der Abusive Law. Retrieved from https:/www.hrw.org/news/2021/02/23/
bangladesh-free-prisoners-held-under-abusive-law

Article 19. (2020). Nepal: Cybercrime Legislation a Major Threat to Free-
dom of Expression. Retrieved from https:/www.article19.org/resources/
nepal-cybercrime-legislation-a-major-threat-to-freedom-of-expression/
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Cases of Negative Consequences Due to Lack of Technology

Despite the advantages of hyper-surveillance, there are no-
table instances where the lack of advanced surveillance technology
has had negative consequences in South Asian countries. This sec-
tion examines specific cases in India, Pakistan, Bangladesh, Sri Lan-
ka, and Nepal, highlighting the critical impacts of insufficient sur-
veillance infrastructure and technology.

India
«  Mumbai Terror Attacks (2008)

The 2008 Mumbai terror attacks were a stark reminder of
the deficiencies in India’s surveillance infrastructure. The lack of
real-time surveillance capabilities and inadequate coordination
among security agencies significantly contributed to the scale and
duration of the attacks, which resulted in over 170 deaths and hun-
dreds of injuries. The terrorists were able to move freely and execute
their plan over several days due to gaps in monitoring and response
systems.

e Cybercrime and Digital Fraud

India faces a rising tide of cybercrime and digital fraud, which
is exacerbated by insufficient surveillance and monitoring capabil-
ities. The lack of advanced technology to track and counter cyber
threats hasled to significant financial losses and breaches of person-
al data. The rapid growth of internet usage and digital transactions
has outpaced the development of corresponding security measures,
leaving individuals and organizations vulnerable to cyber-attacks.
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Pakistan
« Terrorist Activities

In regions like the Federally Administered Tribal Areas
(FATA), the lack of robust surveillance infrastructure has allowed
terrorist groups to operate with relative impunity. This has hindered
counter-terrorism efforts and contributed to ongoing instability and
violence. The porous borders and rugged terrain make it difficult to
monitor and control militant activities without advanced surveil-
lance technologies.

o Street Crimes in Urban Areas

Despite improvements in cities like Lahore, many urban
areas in Pakistan still suffer from high rates of street crime due to
inadequate surveillance coverage. The absence of comprehensive
monitoring systems has affected public safety and eroded trust in
law enforcement agencies. Limited technological resources have
hampered the ability to deter and respond to crimes effectively.

Bangladesh
+ Rohingya Crisis

The influx of Rohingya refugees from Myanmar has posed
significant security challenges for Bangladesh. The lack of advanced
surveillance and monitoring technology in refugee camps has led
to issues such as human trafficking, drug smuggling, and violent
crimes. The sheer scale of the refugee population and the limited
resources available have made it difficult to maintain order and pro-
tect vulnerable individuals.

« Digital Misinformation

Bangladesh has struggled to control the spread of digital mis-
information and hate speech, particularly in rural areas with limited
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surveillance capabilities. This has sometimes resulted in communal
violence and social unrest. The rapid proliferation of social media
and digital communication platforms has outpaced the development
of monitoring and regulation mechanisms, leading to widespread
misinformation.

Sri Lanka
« Easter Bombings (2019)

The 2019 Easter bombings in Sri Lanka exposed critical weak-
nesses in the country’s intelligence and surveillance infrastructure.
Despite prior warnings, the lack of coordinated surveillance and
timely response resulted in over 250 deaths and widespread dev-
astation. The inability to effectively monitor and share intelligence
information allowed the attackers to execute their plan with devas-
tating consequences.

« Human Rights Abuses

Surveillance measures in Sri Lanka have sometimes been
misused to target minority communities and political opponents,
leading to allegations of human rights abuses. The lack of proper
oversight and accountability mechanisms exacerbates these is-
sues. Without stringent regulations and transparent practices, sur-
veillance technologies can become tools of oppression rather than
protection.

Nepal
« Border Security

Nepal’s porous borders with India and China have been chal-
lenging to monitor due to limited surveillance infrastructure. This
has facilitated smuggling, human trafficking, and illegal crossings,

posing significant security risks. The lack of advanced surveillance

267



Hyper Surveillance In The Criminal Justice System: Balancing Security And Civil Liberties In South
Asian Countries (Afghanistan, Bangladesh, Bhutan, India, Maldives, Nepal, Pakistan, and Sri Lanka)

technology undermines efforts to secure the borders and maintain
national security.

- Disaster Response

During natural disasters like the 2015 earthquake, the lack of
advanced surveillance and communication technology hindered ef-
fective response and coordination efforts, exacerbating the human-
itarian impact. The inability to quickly assess and respond to the
situation resulted in delays in providing aid and support to affected
populations. Improved surveillance and communication systems
are critical for effective disaster management.

6. BEST STRATEGIES TO IMPROVE HYPER-SURVEILLANCE IN
SOUTH ASIAN NATIONS FOR ENHANCED JUSTICE DELIVERY
AND CRIME REDUCTION

Improving and enhancing hyper-surveillance in South Asian
countries for better justice delivery and crime reduction involves
adopting best practices tailored to the region’s specific challenges
and needs. Here are several key strategies that can be effective:

1. Investment in Technology Infrastructure

Establishing and expanding surveillance infrastructure is
foundational. This includes:
« CCTV Networks: Deploying comprehensive CCTV sys-
tems in urban areas, transport hubs, and public spaces to
monitor activities and deter crime.

« Advanced Analytics: Utilizing technologies like facial rec-
ognition and behavioral analytics to enhance monitoring
capabilities and identify suspicious activities.
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2. Integration and Interoperability

Ensuring seamless integration and interoperability of sur-
veillance systems across different agencies and jurisdictions:

Centralized Command Centers: Establishing centralized
monitoring and command centers to coordinate respons-
es and share real-time information among law enforce-
ment agencies.

Data Sharing Platforms: Implementing secure platforms
for sharing surveillance data and intelligence between
agencies to facilitate collaboration in investigations and
crime prevention.

3. Predictive Analytics and Al

Harnessing predictive analytics and artificial intelligence to
anticipate and prevent crimes:

Predictive Policing: Using data analysis to identify crime
patterns and allocate resources preemptively to high-risk
areas.

Risk Assessment Tools: Developing algorithms to assess
risks and vulnerabilities based on historical data, aiding
in proactive interventions.

4. Legal and Ethical Frameworks

Establishing robust legal and ethical frameworks to govern
surveillance practices:

Privacy Protections: Enacting laws and regulations to
safeguard individual privacy rights and limit the misuse
of surveillance technologies.

Oversight Mechanisms: Creating independent oversight
bodies to audit surveillance activities, ensure compliance
with regulations, and address public concerns.
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5. Training and Capacity Building

Investing in training programs and capacity building for law
enforcement personnel:

Technical Training: Providing training on the opera-
tion and maintenance of surveillance equipment and
software.

Legal Training: Educating personnel on the legal and eth-
ical implications of surveillance practices to ensure ad-
herence to standards.

6. Public Awareness and Engagement

Promoting transparency and building public trust through
communication and engagement:

Community Outreach: Engaging with communities to
explain the benefits and limitations of surveillance for
crime prevention.

Feedback Mechanisms: Establishing channels for public

feedback and complaints regarding surveillance activi-
ties to address concerns and improve accountability.

7. International Collaboration

Participating in international partnerships and collabora-
tions for shared intelligence and best practices:

Information Exchange: Engaging with international law
enforcement agencies to exchange intelligence on trans-
national crime and terrorism.

Training and Knowledge Sharing: Learning from suc-
cessful surveillance implementations in other countries
through workshops, seminars, and joint exercises.
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8. Evaluation and Continuous Improvement

Regularly evaluating the effectiveness of surveillance initia-
tives and adapting strategies based on findings:

« Performance Metrics: Establishing metrics to measure
the impact of surveillance on crime reduction and justice
delivery.

« Feedback Loops: Using feedback from stakeholders to re-
fine policies and improve operational efficiency over time.

CONCLUSION

In exploring the intricacies of hyper-surveillance within
South Asian criminal justice systems, spanning Afghanistan, Ban-
gladesh, Bhutan, India, Maldives, Nepal, Pakistan, and Sri Lanka, it
becomes clear that the adoption of advanced technologies and in-
tensified monitoring has significantly transformed security practic-
es. These nations have strategically enhanced their capabilities to
combat terrorism, transnational crime, cyber threats, and ensure
public safety in response to evolving socio-political dynamics.

However, this shift towards hyper-surveillance is not without
its challenges and controversies. Instances of technology failures
and breaches of privacy rights have underscored the delicate bal-
ance between security imperatives and civil liberties. India’s Aad-
haar system faced scrutiny over privacy breaches, while Pakistan’s
surveillance laws have been criticized for enabling arbitrary surveil-
lance practices. Sri Lanka and Bangladesh have grappled with con-
cerns over censorship and restrictions on freedom of speech under
their respective security legislations. Nepal, too, has faced criticism
for its Cybercrime Act stifling online expression.

Addressing these challenges necessitates a nuanced ap-
proach that prioritizes robust legal frameworks, independent over-
sight mechanisms, and transparent governance practices. Such
measures are essential to mitigate the risks of misuse and ensure
accountability in surveillance initiatives. They are crucial for main-
taining public trust and upholding constitutional protections against
arbitrary surveillance and privacy violations.
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Moreover, to optimize hyper-surveillance for justice delivery
and crime reduction, South Asian countries can adopt best practices
observed globally. These include investing in advanced technology
infrastructure like integrated CCTV networks and predictive analyt-
ics, fostering inter-agency coordination, and promoting internation-
al cooperation for intelligence sharing. Strengthening community
engagement and awareness, alongside initiatives that uphold demo-
cratic principles and human rights, are also pivotal.

By promoting dialogue among stakeholders—including gov-
ernment entities, civil society, and private sectors—South Asian
countries can navigate the complexities of hyper-surveillance re-
sponsibly. This approach not only enhances security outcomes but
also safeguards fundamental rights and democratic values. It en-
sures that hyper-surveillance serves as a tool for justice and protec-
tion, contributing to a safer and more just society for all citizens in
the region.
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